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sender specifies I sender 
recipients and submits (web preferred) 
document via 1 
preferred transport 




TTP system accepts 
submissions from senders and 
forwards documents to recipients 

use of TTP services requires 
authentication through 
public key technology 




recipient 
j ^ (email preferred) 



recipients receive 
document via 
prefened transport 



recipient 
(web preferred) 




documents in transit 
are protected 
cryptograph tcafly 



documents in storage 

are protected cryptograph icaBy 

and through access control 

timestamps. dotal signatures, and 
logs are generated and retained 



Figure L Overview of TTP document transmission and security services. 
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Figure 2. TTP system overview. 
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Figure 3. CMS overview. 
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coOabor ati ng on case 464 

Figure5, User hierarchy. 



.1 O 11 is S E ift 3 . O h 



.4 





Firm A organizes documents by case. Rrro B 
by client and by case. Rrm C in a flat category. 

Figure 6. Document hierarchy. 




in Firm B. 

Figure 7- Paths to an uploaded document. 




Figure 9. ACLs on an uploaded document 
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Figure 10. Time services. 
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Figure 11. Billing services. 



1. Usor requests 
received by web and 
email servers. 
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3. User requests passed to document 
database engine X509 identities mapped 
document-server user names. 




Figure 12. Document transmission - user authentication. 
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Figure 13. Document transmission - upload processing. 




Figure 14. Document transmission - delivery processing. 



